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BANK OF CHINA (HONG KONG) LIMITED

5 March 2020

Statement on Fraudulent Website

Bank of China (Hong Kong) (“BOCHK”) would like to alert its customers and the general
public to the following fraudulent website:

https://asiagadget999.com/wp-content/accounts/BOCHK/

The fraudulent website intends to steal customers’ data, such as internet banking number / user
name and internet banking password. BOCHK declares that it has no connection with the
fraudulent website. Meanwhile, the case has been reported to the Hong Kong Monetary
Authority and the Hong Kong Police Force.

When conducting transactions through electronic channels, customers are advised to access
their Internet Banking or Mobile Banking accounts by typing the website address of BOCHK
(www.bochk.com) directly into the browser address bar, or through the BOCHK Mobile
Application downloaded from official App stores or reliable sources. Customers should not
access such accounts or provide personal information (including passwords) through
hyperlinks, QR codes or attachments embedded in e-mails or on websites. For more security
information  about BOCHK’s  electronic  banking  services, please  visit
www.bochk.com/en/security.html.

Anyone who has logged into the aforesaid fraudulent website and provided customer
information should immediately contact BOCHK Customer Service Hotline at (852) 3988 2388
(press 4, 1 and 1 after language selection).


http://www.bochk.com/en/home.html
http://www.bochk.com/en/security.html
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Below is the screenshot of the fraudulent website (English Only):
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Login Hong Kong Internet Banking

. . . Important Reminder

For these who have already registered / applied for Internet Banking CJ':EWE are reminded to stay vigilant to

Service anything abnormal when logging into the Internet
Banking service (e.g. unusual pop-up screens,
unusually slow browser response, multiple

. requests for password input efc.). In case of

Internet Banking No. / User Name doubt, please do nat follow the instructions of
the suspicious web page or input any data, and
«call our customer service hotline (852) 3888

Intemet Banking Password 2388, Please refer to Securty Information for
details
Verification Code 2 X+ €% The brand new "Mobile Token" has already
aunchad, o bring you 5 mare convanient
How to Apply Login experiance on Infernet Banking. Download our

Bank's BOCHH Mobile App and follow a few

simple steps to activate immediately, conduct

Designated Transactions with ease. For detsils
If you forget your Internet Banking No. / User Name , Reset Internet Banking password.

: What's New

For security reasons, BOCHK Mobile Banking and BoC Pay have temporarily suspended Fingerprint Authentication and Mobile
Token functions on Samsung Galaxy S10, Galaxy 510+, Galaxy Mote 10 and Galaxy Note 10+, until further notice. Customers
can use the Security Device for designated transactions.

Plzase change your password regularly and set a strong password, avoid selecting the same password that you have used for
accessing other web services. Please keep your password properly. Do not disclose your Internet Banking username and
password to anyone. You should also avoid disclosing your personal information to anyone(e.g. HKID/passport number and
date of birth, etc.). If you suspect that your passwords or two-factor authentication tools have been used by an unauthorised
party. or find any unauthorised transactions associated with your account, please contact us immediately

Do not log in Internet Banking through hyperlinks in any email. Do not access Internet Banking through a shared computer or
public wireless network_ In case of doubt, please do not follow the instructions of the suspicious web page or input any data,
and contact us immediately.

Important Notes on Precautions of Phishing E-mails: Customers are advised to verify any e-mails that claim to be sent from
BOCHK. Please delete suspicious e-mails and attachments immediately without opening them, to prevent personal data from
being stolen by malicious programmes or viruses.

As the Brexit deadline is approaching. potential market fluctuations may increase. You are remindad to pay more attention to
your investments with related risk exposure. Investment involves risks, please contact our staff for the latest market update. For
reference only.

Transactions via Internet Banking should be conducted through the comresponding bank where the account is maintained.
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