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BANK OF CHINA (HONG KONG) LIMITED

21/10/2020
Statement on phishing email

Bank of China (Hong Kong) (“BOCHK”) would like to alert its customers and the general
public to a phishing email purported to be sent by BOCHK, with email addresses as follows:

ronaldli @ bocltdhk.com
info_ ronaldli @ bocltdhk.com

The phishing email intends to swindle customers out of money and identification documents.
BOCHK declares that it has no connection with this phishing email. Meanwhile, the case has
been reported to the Hong Kong Monetary Authority and the Hong Kong Police Force.

BOCHK advises its customers to verify any emails that claim to be sent from BOCHK. Please
delete suspicious emails and attachments immediately without opening them. Anyone who has
received the aforesaid phishing email and provided personal information should immediately
contact BOCHK Customer Service Hotline at (852) 3988 2388 (press 3, # and 2 after language
selection).



@ ¥ & 44 £5 (5 m) HmAT

BANK OF CHINA (HONG KONG) LIMITED

Below are the screenshots of the phishing email:

From: <ronaldli @bocltdhk.com>
Date: X20O0CO00XX

Subject: Re: Account Approved.
To: XXXXXKXXXXX

Dear XXXXXXXXXX,

This is to inform you that approvals for your offshore account opening application
have been granted, and just as [ have previously notified you in our email
correspondence, do find below the BOC control XX XXXX wire coordinates to
enable you to wire your account opening deposit.

As soon as the wire transfer is effected, kindly forward the wire receipt to my
email, so that [ can commence the account opening process immediately without
any delays, and forward your online credentials to your email, for you to log in and
confirm all details and start transacting with your new offshore account under my
management, and I shall also forward my personal contact details to you for easy
and faster communication as I did inform you earlier.

BANK OF CHINA HK LTD

ADD: XX/F Bank of China Tower
1 Garden Road Hong Kong.

AJC NO: 012- XX X-X200003X
AJC NAME: XXXXXXXXXXKKXKX

ADD: XX/F Bank of China Tower
1 Garden Road Hong Kong.

Ronald Li

Director Bank of China

Private Banking Hong Kong Ltd.
Address: UG/F Bank Of China Building
2A Des Voeux Road, Central, Hong Kong

il Email:ronaldli@bocltdhk.com

e F#ilifF Email:info_ronaldli @bocltdhk.com
H1E) Tel:+ 852 XXX XXXX

£ & Fax Number:+ 852 XXXX XXXX
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Mi & nzé sh & ngming.

Gaidianz 1 youjidn de rénhé shiti d 6 ushifa jiin rén de shitd, chifeifa
Jidin rén tébié sh & ngming shi zh & nggud yinhdng s 1 rén yinhdng hud qi z 1
gongs 1 de shitd.

G a i youjidn ji i f0jian j 1 nshiyong ya zh 1 ding de sh & u jidn rén, bingqi &

k & néng b 4 ohdn téqudn, zhuany 6 uhé s 1 rén xinx 1. Rigu 6 nin sh  u dao
de shi cuéwl de youjiin, q i ng ji ang qi shanchd bing lijitongzh 1 fa jian
rén. Zh 5 nggud yinhéng s 1 rén yinhéng duiy infasdngc i didnz 1 youjiin
zhiji & hud jidnji & zdochéng de rénhé s @i nsh 1 hud s i nhai bl chéngd a n rénhé
zérén. DISCLAIMER.

Any views of this e-mail are those of the sender except where the sender
specifically states them to be that of Bank of China Private bank or its subsidiaries.
The message and its attachment are for designated recipient (s) only and may
contain privileged, proprietary, and private information. if you have received it in
error, kindly delete it and notify the sender immediately. bank of china private
banking accepts no liability for any loss or damage resulting directly and indirectly
from the transmission of this e-mail message.
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On XXXXXX, <ronaldli @bocltdhk.com> wrote:
Dear XXXXXX,

This is to acknowledge all your email communication and to inform you that I have resumed work today. As regards to enquire
about linking your account in the UK with that of HK, the answer is No, your account cannot be linked, as we have no server
connectivity.

BOC UK is still owned and operated by (BOC) but it is operated as an independent offshore bank in the UK, strictly under the
laws and regulation of the UK banking guild lines, and has no connectivity of account between BOC HK and BOC UK or BOC
NY. I am sure your BOC bankers in the UK should have educated you on the difference.

However, be informed that to open an offshore account in HK requires you to have a resident guarantor, and T have discussed this
with your friend XXXXXX and he enjoins me to assist, therefore, I'm informing you that I have gotten a lawyer friend of mine
who is willing to assist in that regard.

Moving forward you will be required to fulfill the attached account opening forms to the best of your understanding, and be rest
assured that in the event that there is any omission in filling out the forms, never to worry as I will do the needful by correcting
and adding the omitted information.

Now you will have to indicate what currency you wish to operate your account with, and secondly, when returning the forms, you
will be required to also attach a scanned copy of a passport size photo, and a scan signature specimen.

Alsa, be informed that a non-resident offshore account requires an account opening deposit after submitting all documents, T will
send to you a control BOC wire coordinate to enable you to wire your account opening deposit which shall be transferred into
your new offshore account as soon as we receive your wire, for immediate activation and all your online login credentials
forwarded to you to begin operating your account as you wish.

This is going to be predominately an online operation of shore account, as a lot has changed after the coronavirus incident, that
took the world by storm, our offshore customers can now operate their account from anywhere in the world with an online
transfer limit of (320m) per week.

So therefore you have nothing to worry about as [ will be your direct account manager and in the event that you require to make a
direct transfer from the bank here, you will forward your instruction to me to affect the confirmation process, to either stop the
transfer or release the transfer at any time.

In closing, this communication, below are the different account opening deposit amount for Private banking wealth management.

The Minimum deposit for GDP = 10,000
The minimum deposit for Euro = 10,000
The minimum deposit for USD = 15,000

Ronald Li

Director Bank of China

Private Banking Hong Kong Ltd.
Address: UG/F Bank Of China Building
2A Des Voeux Road, Central, Hong Kong

L4 Email:ronaldli @boclidhk.com
{4 Email:info_ronaldli@bocltdhk.com
FilE) Tel:+ 852 XXXX XXXX

&£ Fax Number:+ XXXX XXXX
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Mi a nzé sh & ngming.

Gaidinz 1 yéujian de rénhé shitd d o ushifa jianrén de shitd, chaf&ifa jidn rén tebié sh & ngming shi zh 6 nggud
vinhéng s 1 rén yinhdng hud qi z 1 g angs 1 de shitd.

G a i ybujian ji i fijian j 1 nshiyong ya zh 1 ding de sh 5 u jifin rén, bingai & k & néng b 3 ohén téquin, zhuany 6 u hé

s 7 rén xinx 1. Ragu 6 nin sh 5 u dio de shi cuowi de yéujian, g i ng jiang gi sh ancha bing lijitongzh 1 fa jianrén.
Zh @ nggué yinhdng s 1 rén yinhdng duiy infasdng c i difinz i youjian zhiji & hud jianji & ziochéng de rénhé s i nsh 1
huo s @ nhai b chéngd & n rénhé zérén. DISCLAIMER.

Any views of this e-mail are those of the sender except where the sender specifically states them to be that of Bank of China
Private bank or its subsidiaries. The message and its attachment are for designated recipient (s) only and may contain privileged,
proprietary, and private information. if you have received it in error, kindly delete it and notify the sender immediately. bank of
china private banking accepts no liability for any loss or damage resulting directly and indirectly from the transmission of this
e-mail message.

Bank of China (Hong Kong) Limited



