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BANK OF CHINA (HONG KONG) LIMITED

19 February 2021

Statement on phishing SMS and fraudulent website

Bank of China (Hong Kong) (“BOCHK”) would like to alert its customers and the general
public to a phishing SMS and fraudulent website, which purported to be from BOCHK.

https : // bit.ly/3700veV
https : // getamoveonstudio.com/BOC

The phishing SMS and fraudulent website intend to steal customers’ data, such as Internet
Banking number/ username, Internet Banking password, cardholder's name, BOC Card/ BOC
credit card number, expiry date and card PIN, as well as SMS one-time password. BOCHK
declares that it has no connection with the phishing SMS and fraudulent website. Meanwhile,
the case has been reported to the Hong Kong Monetary Authority and the Hong Kong Police
Force.

When conducting transactions through electronic channels, customers are advised to access
their Internet Banking or Mobile Banking accounts by typing the website address of BOCHK
(www.bochk.com) directly into the browser address bar, or through the BOCHK Mobile
Application downloaded from official App stores or reliable sources. Customers should not
access such accounts or provide personal information (including passwords) through
hyperlinks, QR codes or attachments embedded in SMSs, e-mails or on websites. For more

security information about BOCHK’s electronic banking services, please visit
www.bochk.com/en/security.html.

Anyone who has logged into the aforesaid fraudulent website and provided their information
should immediately contact BOCHK Customer Service Hotline at (852) 3988 2388 (press 3,
# and 2 after language selection).


http://www.bochk.com/
http://www.bochk.com/en/security.html
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Below is the screenshot of the phishing SMS:

Unfortunately, your N
Bank of China (Hong |
Kong) "Card" has been
deactivated due to
suspicious activity on
your account.
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! Reactivate your

l access here: {

 https://bit.ly/3700veV ,

Below are the screenshots of the fraudulent website:
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Login Hong Kong Internet Banking

For those who have already registered / applied for Internet Banking
Service

Internet Banking No. / User Name | otts 0o fot flow e

pie o suspicious web page orinput
any data, and call our Customer service hotine
Internet Banking Password ) coh Bux o S
rcematon for detats
// 1 Verification Code v The brand new *Mobile Token® has aiready
eunched, 10 bing you & more convenient
Refresh Image | 49 iy

‘experionce on Internet Banking. Download our
Bank's BOCHK Mobile App and foliow a few

- How to Apply simple steps to activate immediataly, conduct
Desigratod Trarsactions with ease. For detaits

It you forgot your internet Banking No. / User Name , Reset Intermet Banking passwortd
What's New
Ant Group (#6688) announced suspension of the listing. The refund will be made in 2 batches. Refund monies in respect of

wholly or partially will be on Nov 4, 2020, while the remaining amount will be
dispatched on Nov 6, 2020. EN39882688

Starting from 19 July 2020, you are necessary to hold valid mobile phone number and e-mail address in our record when you
conduct designated transactions in Internet / Mobile Banking (designated transactions including but not limited to

ys account bill payment to raising limit, issuing e-Cheque/Cashiers
Order). You are always recommended to provide us updated mobile phone number and e-mail address, in order to let you
completing designated transactions in Interet / Mobile Banking smoothly and for us to contact you conveniently.
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Pl if inf . BOC Card BOC Credit Card
ease verify your information 16 Dlgha e D
Name On Card - /A
: L= [visa)
BOC Card / BOC Credit Card linked with bank accounts l— o & |
Expiry Date
Card PIN

Please verify your information linked with bank accounts.




@ ¥ & 4 £5(m ) A mAF

BANK OF CHINA (HONG KONG) LIMITED

@ & &) 4L £5(w 1) Verified by
BANK OF CHINA toxe xoxe) V’SA g

Protect Your Card Online

Protect your card against unauthorized use online -at no additional
cost. For details, ere

To use your card, please complete this page. You'll the confirm your
own card online.

Amount : 50 HKD$
Commerce : BOCHK Internet Banking

To confirm the operation, enter the password that we have sent by
SMS to your mobile

SMS KEY : (Required)

Submit

Bank of China (Hong Kong) Limited



