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BANK OF CHINA (HONG KONG) LIMITED

31 August 2023

Statement on fraudulent websites and phishing emails

Bank of China (Hong Kong) Limited (“BOCHK”) would like to alert its customers and the
general public to the following fraudulent websites and phishing emails, which purported to
be from BOCHK.

Fraudulent websites:

hxxps://lambdagolf.com/l/cn

hxxps://lambdagolf.com/l/en
hxxps://agaogludericilik.com/g/cn/
hxxps://agaogludericilik.com/g/en/
hxxp://todaysaccountant.com/alaire/cn
hxxp://todaysaccountant.com/alaire/en
hxxps://nipm.gov.lk/shm/cn/

hxxps://nipm.gov.lk/shm/en/
hxxps://mwt.kebbistate.gov.ng/token/auth/username.php
hxxps://mwt.kebbistate.gov.ng/token/en/username.php
hxxps://www.bataguassu.ms.gov.br/token2/auth/username.php
hxxps://www.bataguassu.ms.gov.br/token2/cn/username.php

Phishing emails:
WASSIN.DRIDI@ UIT.UNVERSITY
wassim.dridi@ uit.university
khorton@ sgis.org

norbert@ itech-namibia.org
vincenzo.baniak@ sp2.slupsk.pl
siege@ captifs.fr

500047@ caraga.deped.gov.ph
llynes@ brownbagmarketing.com
00342257@ red.unid.mx
ESKATS@ REALI.ORG.IL
jennifer8013@ hotmail.com
Joe8092004@ hotmail.co

info@ essemme.ch

norbert@ itechanibia.org
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KHORTON@ SGIS.ROG
WASSIN.DRIDI@ UIT.UNIVERSITY
wassim.dri.i@ uit.university

morbert@ itech-amibiadrgd

The fraudulent websites and phishing emails intend to steal customers’ data, such as internet
Banking number/username, Internet Banking password and one-time password sent via SMS.
BOCHK declares that it has no connection with the fraudulent websites and phishing emails.
Meanwhile, the case has been reported to the Hong Kong Monetary Authority and the Hong

Kong Police Force.

When conducting transactions through electronic channels, customers are advised to access
their Internet Banking or Mobile Banking accounts by typing the website address of BOCHK
(www.bochk.com) directly into the browser address bar, or through the BOCHK Mobile

Application downloaded from official App stores or reliable sources. Customers should not
access such accounts or provide personal information (including passwords) through
hyperlinks, QR codes or attachments embedded in e-mails or on websites. For more security
information  about BOCHK’s electronic  banking  services, please  visit

http://www.bochk.com/en/security.html.

BOCHK advises its customers to verify any emails that claim to be sent from BOCHK. Please
delete suspicious emails and attachments immediately without opening them. Customer who
has logged into the aforesaid fraudulent websites and provided personal information should
immediately contact BOCHK Customer Service Hotline at (852) 3988 2388 (press 3, # and 2

after language selection).


http://www.bochk.com/
http://www.bochk.com/en/security.html
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Below are the screenshots of the fraudulent websites:

« C & mwtkebbistate.gov.ng/token/en/username.php?sessionID=d042412972f30da8096121f31a264d97 = Y #» 0O a
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BANK OF CHINA (noxc ko)

Login Hong Kong Internet Banking

For those who have already registered / applied for Intemet Banking

Service
/N Important Notes

The terms & conditions of the services
delivered through this channel will be
provided in electronic format. Please

Internet Banking Password contact Online Chat for enquiry.

How to Apply

If you forgot your Internet Banking No. / User Name , Reset Internet Banking password

Internet Banking No. / User Name o

More

If you would like to know more about the
operation of Internet Banking, please
access to the operational guidelines.
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BANK OF CHINA oo roxe)

Login Hong Kong Internet Banking

Enter the OTP we sent to your mobile phone .
/\ Important Notes

The terms & conditions of the services

delivered through this channel will be

provided in electronic format. Please

SMS - One-Time Password
contact Orline Chat for enquiry.

— More
-
If you would like to know more about the
operation of Internat Banking, please
access to the operational guidelines.
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"Home | comactus
now! B Setup Navigator My Shertcut

[ Message

Fsfer flamds
> wom

| Banking | Bill Payment | Investment | Loans | Insurance | Credit Card | RMB | Wealth

—
Connect | MF |

| Upgrade / Open Service | Assistant | Seting

My Acoount

& et @) be

Please complete this step

‘This transaction fequires two-factor authentication.

it Transaction Confirmation Coda.)

Transaction lease input tha. 2 in
Confirmation Code * Pt

Please open BOCHK Mabile App on your phone and follow the steps. below for authentication:

Stop 2
Cnoose “Transaction Confirmation Cade"

Step 1.
Click “Maile Token"

Mokile Token

Stop 4:
*Ten Genfirmation Coda” will be shown on the phone.
Pleass input "Tin Canfirmation Cada” on Internet

Stop 3:
Follow the instruction to entsr spaciic tn information
and use fingerprint or "Mobile Tokan* Passcoda for

canfrmation Banking and follow the step to complels transacton.
< ‘Genarate Security Code € Transaction Confirmation Code. € Transaction Confirmation Code
Your
et 556462
: Prease inaut Moale Token Passcade R
Poinis o Mata

* <4 Home ' ContactUs  HK Time: 2023/08/30
¥ 846 £ mw) | 720 7 100 ) T
AN OF (iiiNa ssnmm | 5 ENRICH 4 Iwopsnan account nowl gy Setup Navigalor [ Message My Shortcut E

St v

—
| Banking | Gill Payment | Investmont | Loans | Insuranco | Credit Gard | RMB | Wealth

| Upgrade | Open Senvice | Assisiant | Seiting

wAwwmm

‘ Mobile Token

‘ TOKEN ID

This transaction requires two-factor authentication.

Transaction
Confirmation Code.

1. Press  and hold it untl * appears o the scresn of Securlty Device:

2. Enter the of "Token ID." which in RED an the ty
3. Fress ¥ 1o generate a 6-digit Transaction Confirmation Cade.

Remark: Pleasa press ® to conect inputs,

Please complete this step

Display Screen

Conditiuns lor Services | _Impartant Notice And Privacy Policy Stalement | _Securlly Information | _Hyperlink Palic

|_eneral Banking Service Charges
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Login Hong Kong Internet Banking

Enter the one-time "Security Code".
/A Important Notes
The terms & conditions of the services
delivered through this channel will be
Security Code provided in slectronic format. Please
contact Online Chat for enquiry.

More
M continue |
Gontinue
If you would like to know more about the
operation of Internet Banking, please
access to the operational quidelines.

Below are the screenshots of the phishing emails:

Begin forwarded message:

From: BOCHK <khorton@ sgis.org>

Date: 31 August 2023 at 06:57:23 HKT

To: xxxoooo @ hotmail com

Subject: JEFRTIERERE [ B 4HA% © 55236580107] / Confirmation of Refund Receipt

[565236580107]

FR I'Efﬂ‘r—'liﬁﬂl’ ELRETHERIE 3 EVEDIR L $3,752.00 % S S EEEFIERS o FESIERE IR E L BN
HEFRBLRE

EHEIFUACEN EL R AGRATER - SERIELIT R

MR SR IR 24 . R P T R (RS RAE S -

JNSRFEBERR 01/09/2023 FITFURFIrEEHERE - HBLIS SEUEEFNIURIRER S8 » DIRGEM-TE -
EOMfR IR R R TR TR R « SMERTE T - SFEREL SR IR A (TR -
i

We're reaching out to inform you that a refund for [3,752.00 HKD | has been successfully processed and initiated to be retumed to your account. We
understand the significance of a swift refund process and are committed to ensuring your satisfaction

To confirm the receipt of funds and complete the refund process, please follow these steps:
We kindly request that you complete this confirmation process within the next 24 hours

If we do not receive your confirmation by 01/09/2023 | we will initiate procedures to return the funds to the sender to prevent any inconvenience

Thank you for choosing BOCHK for your financial needs. We value your trust and look forward to continuing to serve you with excellence

Best regards,

© 2023 BANK OF CHINA (HONG KONG) LIMITED
ALL RIGHTS RESERVED.
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E: EIVEEE [ #a: 55228580107]/ Confirmation of Refund Recsipt

iBSX [55236580107]

FRUREE, Barn-EEIaEniasy 53.752.00 B%, £EEE
RESEETEESE, TRIBERIERE,

B RI=aiBTET, &

EIERTRRA BRSBTS,
SOSHIOR 01002023 SARIEREE, EusEesRErnUREEERER, LESTARE,

for [3,752.00 HKD ] has been

We understand the significance of 3

To confirm the receipt of funds and complete the refund process, please follow these steps

Bank of China (Hong Kong) Limited



