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8 September 2023

Statement on phishing emails and fraudulent websites

Bank of China (Hong Kong) Limited (“BOCHK”’) would like to alert its customers and the
general public to the following phishing emails and fraudulent websites, which purported to
be from BOCHK:

Phishing emails:
info.oostende @ bowlingpaleis.be

ibanga.okon (@ dbhsolutions.com

Fraudulent websites:
hxxps://quitosaludable.gob.ec/cn
hxxps://quitosaludable.gob.ec/en
hxxps://bamaoxi.com/taj/cn
hxxps://bamaoxi.com/taj/en
hxxps://tagderry.org/taj/cn
hxxps://tagderry.org/taj/en
hxxps://hkboc.net/token/auth/username.php
hxxps://hkboc.net/token/en/username.php
hxxps://hkboc.info/reward/auth/username.php
hxxps://hkboc.info/reward/en/username.php

These phishing emails and fraudulent websites intend to steal customers’ data, such as
Internet Banking number/username, Internet Banking password, one-time password sent via
SMS and security code. BOCHK declares that it has no connection with the phishing emails
and fraudulent websites. Meanwhile, the case has been reported to the Hong Kong Monetary
Authority and the Hong Kong Police Force.

When conducting transactions through electronic channels, customers are advised to access
their Internet Banking or Mobile Banking accounts by typing the website address of BOCHK
(www.bochk.com) directly into the browser address bar, or through the BOCHK Mobile

Application downloaded from official App stores or reliable sources. Customers should not
access such accounts or provide personal information (including passwords) through

hyperlinks, QR codes or attachments embedded in emails or on websites. For more security


http://www.bochk.com/
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information  about BOCHK’s electronic  banking  services, please  visit
http://www.bochk.com/en/security.html.

BOCHK advises its customers to verify any emails that claim to be sent from BOCHK. Please
delete suspicious emails and attachments immediately without opening them. Customer who
has logged into the aforesaid fraudulent websites and provided personal information should
immediately contact BOCHK Customer Service Hotline at (852) 3988 2388 (press 3, # and

2 after language selection).


http://www.bochk.com/en/security.html
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Below are the screenshots of the phishing emails:

From: BOCHK <info.oostende @bowlingpaleis.be>
Subject: BOC Mobile® Token Notification

@ YOty o
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BANK OF CHINA s @O
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BOC Mobile® Token

BENES

B ARIRE A REMRLLRIEIE (Mobile Token® )

Dear customer,
It appears that the Mobile® Token has not been activated on your account. To ensure
uninterrupted access to our comprehensive web and mobile services, we kindly urge you to

activate the Mobile® Token at your earliest convenience. This step is essential for your security
and seamless experience

tivate Mobile® Token

© 2023 BANK OF CHINA (HONG KONG) LIMITED. ALL RIGHTS RESERVED.
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From 21 August to 20 September, Customer who register for the lucky draw
via web banking and complete a designated transaction can get a chance to
win fabulous cash rewards .

Register for the lucky draw
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Best regards,

© 2023 BANK OF CHINA (HONG KONG) LIMITED. ALL RIGHTS RESERVED.
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Below are the screenshots of the fraudulent websites:
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Login Hong Kong Internet Banking

For those who have already registered / applied for Internet Banking
Service

A\ mportant Hotes
Internet Banking No. / User Name ¢ The lerms & conaiions of the services
deivered hrougn this channel wil be

provided In elecironic formal. Please
Internet Banking Password contact Online Chat for enquiry.

vors
Howto ooty R

if you wouid like o know more about ine
‘operabon of Intemet Banking, please
access 1o the o

1 Banking password

Onlina S

Services "System Upgrade S

How to protect your online If you are holding credit card account, you can Customer Service Hotline
transactions? Please click reqister Online Services for credit card via this +B52 3988 2388
here function
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Login Hong Kong Internet Banking

Enter the one-tima “Security Code”
A Important Notes
The lerms & conditions of Ihe services
delivered through thes channel will be.
Security Code provided in electronic format Please
contact Online Chat for enquiry

I you would like o know more about the
‘operation of internet Banking, please
access to the operational guidesnes

m Upgrac

How to protect your online If you are holding credit card account, you can Customer Service Hotlina
transactions? Please cick ister Online Services for credi card via this +852 3968 2368
here function
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Login Hong Kong Internet Banking

Mobile Banking
= " /\ Important Notes.
= @5 ey The terms & conditions of the services
oo N Chance to win 5 delivered through this channel will be
\ (/’ - Cash Reward up to HK$5,000! provided in electronic format. Please
\ A i 1 contact Online Chat for enquiry.

More
| Register for lucky draw banking and complete the designated

transaction
If you would like to know more about
> the operation of Internet Banking,
Z Internet Banking No. / User Name ? please access to the operational

quidelines.

Internet Banking Password

How to Apply,

ogin

If you forgot your Internet Banking No. / User Name , Reset Internet Banking password.

Online Securi : Credit Card Online Services Registration '.—'_] System Upgrade Schedule 0

How to protect your online If you are holding credit card account, you can Customer Service Hotline:
transactions? Please click register Online Services for credit card via this +852 3988 2388
here. function.
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Lucky Draw Chance & it
( Please input the OTP for authentication.

oTP
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