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BANK OF CHINA (HONG KONG) LIMITED

17 October 2025

Statement on phishing email

Bank of China (Hong Kong) Limited (“BOCHK”) would like to alert its customers and the
general public to a phishing email purported to be sent by BOCHK, with the email address
as follows:

privateclient -dept @bocwealth-hk. com

This phishing email intends to steal customers’ data. BOCHK declares that it has no
connection with the phishing email. Meanwhile, the case has been reported to the Hong Kong
Monetary Authority and the Hong Kong Police Force.

BOCHK advises its customers to verify any emails that claim to be sent from BOCHK. Please
delete suspicious emails and attachments immediately without opening them. Customers who
have received the aforesaid phishing email and provided personal information should
immediately contact BOCHK Customer Service Hotline at (852) 3988 2388 (press 3, # and

2 after language selection).

Below is the screenshot of the phishing email:
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We have tried to reach you on your contact telephone
number to no avail.

Find attached a copy of a letter detailing our provisional
approval

regarding your inheritance/investment funds.

My contact details are contained in the letter. | can be
reached any
time during our working hours.

Please confirm receipt of this email and also do re-
confirm your contact
telephone number for record purposes.

Yours Faithfully,
Private Client Relations

BOC Wealth Management

Bank of China (Hong Kong) Limited
Bank of China Tower

1 Garden Road

Hong Kong

Tel: +852

This message and any attachments are solely for the
intandad raciniant
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